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OIIPEJAEJIEHUSA

B HacrosimeM TOKyMEHTE MCIOJIb3YIOTCS CIEAYIOIME TEPMUHBI U X ONpese-
JICHUSL.

ABTOMATH3MPOBAaHHAsl CHCTEMA — CHUCTEMA, COCTOALIAs M3 IEpPCOHAIA H
KOMILIEKCa CPEACTB aBTOMATH3aIllMM €ro JESATeNIbHOCTH, pealln3ylomias nHpopMaIu-
OHHYIO TEXHOJIOTHIO BBITIOJIHEHHS YCTAHOBJICHHBIX (DYHKIIMMA.

AyTeHTH(UKAIUSA OTHPABUTENS JAAHHBIX — MMOATBEPXKICHUE TOTO, YTO OT-
paBUTENb MOJYUYECHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh NepCOHAIBLHBIX JAHHBIX — COCTOSIHUE 3aIIMIIIEHHOCTH TIEPCO-
HAJIHBIX JAaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO TOJIb30BaTENICH, TEXHUYECKUX
CpeICTB U MH(POPMAIMOHHBIX TEXHOJOTMH OOecnedyuTh KOH(UIIEHIMATBHOCTD, Iie-
JIOCTHOCTh W JIOCTYITHOCTh MEPCOHATBHBIX JIAHHBIX MPU UX 00paboTke B MHGOpMAITU-
OHHBIX CUCTEMAaX MEePCOHANbHBIX JAHHBIX.

Buomerpuyeckue nepcoHajibHble JaHHbIE — CBEJECHUS, KOTOPbIE XapaKTepu-
3YIOT (PU3UOJIOTUYECKHE OCOOEHHOCTH YeIOBEKa U Ha OCHOBE KOTOPBIX MOXHO yCTa-
HOBUTH €r0 JIMYHOCTb, BKIIOYas (pororpaduu, OTIeUaTKH MajblieB, 00pa3 ceTyaTku
rJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJla U IPYTYIO MOA00HYI0 HH(OPMAITHIO.

BiokupoBanue nepcoHaJLHBIX JAHHBIX — BPEMEHHOE TMpeEKparieHue coopa,
CUCTEMAaTHU3alluK, HAKOIUICHUs, MCIIOJb30BAHMS, PACHPOCTPAHEHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCIIE UX MEePEeIadH.

Bupyc (KOMIBIOTEPHBIH, NMPOrPaAMMHBbIN) — UCIOJHSAEMBIA MPOrpaMMHBIN
KOJI WJIM UHTEPIPETUPYEMBI HAOOp UHCTPYKIIMH, 001 at0IInii CBOMCTBAMHU HECAHK-
[IMOHMPOBAHHOTO pacHpoCTpaHeHus U camoBocnpousBereHus. Co3naHHble AyOInKa-
Thl KOMITBIOTEPHOI'O BUpPYCa HE BCErJa COBMAJAIOT C OPUTHMHAJIOM, HO COXPAHSAIOT
CHOCOOHOCTH K JaJIbHEHIIIEMY pacpOCTPAHEHUIO U CAaMOBOCIIPOU3BEICHUIO.

BpenoHnocHasi mporpamMma — nporpamma, NpeaHa3HayeHHas JJs OCYIIECTB-
JIEHUs] HECAHKIIMOHMPOBAHHOIO JOCTyNMa M (WJIM) BO3ACUCTBHS HA IMEPCOHAJIbHBIC
JTAaHHBIC WM PECypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATILHBIX JaHHBIX.

BcnomoraresbHble TEXHUYECKHE CPeICTBA U CHCTEMbI — TEXHUYECKHUE CPe/l-

CTBa U CUCTCMbI, HC IIPCAHA3HAYCHHLIC VI IICpCaayn, O6pa6OTKI/I " XPaHCHUA IICPCO-



HaJIbHBIX JAHHBIX, YCTaHABIMBAEMBIC COBMECTHO C TEXHHYECKUMH CPEICTBAMU W CH-
cTeMaMH, TpeIHa3HAYCHHBIMU TSI 00pa0OTKH MMEPCOHANBHBIX JAaHHBIX WM B ITOME-
IICHUSAX, B KOTOPBIX YCTAHOBJICHbI HMH()OPMAIMOHHBIE CHUCTEMBI TMEPCOHATBHBIX
JTAHHBIX.

JocTyn B onepanuoHHyI0 cpeay KOMIbIOTepa (MH(pOPMAIIMOHHON CUCTe-
MbI NEPCOHAJIBHBIX JAHHBIX) — IOJIyYEHUE BO3MOYKHOCTHU 3aITyCKa Ha BBIIIOJIHE-
HHUE IITaTHBIX KOMaH, (PYHKIMH, Mpolemayp ONepalMoHHON CHCTeMbI (YHUUTOXeE-
HUSI, KOIMUPOBAHUSI, MEPEMENICHHUS] U T.I.), UCIOJHSAEMBIX (DalIOB MPUKIAIHBIX
POrpamm.

Hoctyn k nHopManmu — BO3MOKHOCTh TOTy4eHUs] MHPOPMAIIUN U €€ UC-
MOJIb30BAHUSI.

3aki1aI04HO€e YCTPOHCTBO — 3JIEMEHT CPEJICTBA CheMa MH(POPMAIIUH, CKPbIT-
HO BHEJIPSIEMbBIN (3aKJIaIbIBAEMbIN WM BHOCUMBIN) B MECTa BO3MOXKHOTO CheMa HH-
dbopMarmu (B TOM 4YUCIIE B OTpaXk/I€HUE, KOHCTPYKIIMIO, 0OOPYOBaHUE, TIPEIMETHI
UHTEPbEPA, TPAHCIIOPTHBIE CPECTBA, & TAKKE B TEXHUUECKUE CPEJICTBA U CUCTEMBI
00paboTKH MHMOPMALIHH).

3ammmaemasi uHgopmanusi — UHGOPMAIHS, SBISIOMIASICS MPEIMETOM COO-
CTBEHHOCTH U TOJIJIEXKAIIIAsl 3alUTE B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX J10-
KyMEHTOB WM TP€OOBaHUSIMH, YCTaHABJIMBAEMBIMA COOCTBEHHUKOM MH(DOpMALINH.

Nnentndukanust — npucBoeHre CyObeKTaM U 00bEKTaM JI0CTYyTa UACHTU(U-
KaTopa u (W) CpaBHEHHUE MPETbABISIEMOrO WAECHTU(UKATOpA C TIEPEYHEM ITPUCBO-
€HHBIX UJIEHTU(DUKATOPOB.

NudopmMaTUBHBINA CHTHAJ — 3JIEKTPUUECKUE CUTHAJIBI, aKyCTUYECKHE, DJIEK-
TPOMAarHuTHBIC U JIpyrue (PU3MYEeCKUe MoJisi, MO MapameTpaM KOTOPbIX MOXET ObITh
packpbITa KoHDUIeHIMaTbHas nHpopMalys (TIEpCoHaIbHBIC JaHHbBIE) 00padaThiBa-
emasi B MTH()OPMALTMOHHOM CHCTEME TIEPCOHATBHBIX JIAHHBIX.

Nudopmanuonnas cucrema nepcoHaiabHbiX AaHHbIX (MCIIAH) — undop-

MallMOHHAas CHUCTEMA, IMPCACTABJIAIOIIAA coboit COBOKYIIHOCTL IICPCOHAJIBHBIX AdaH-

HBIX, COJIepKaluXcs B 0a3e NaHHBIX, a TaKKe WH()OPMALMOHHBIX TEXHOJIOTUN U TEX-
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HHUYCCKHUX CPCACTB, IMO3BOJIAIOMIUX OCYIICCTBIIATH o6pa60TKy TaKuX MMECPCOHATBbHBIX
JAaHHBIX C HMCIIOJIb30BAHUCM CPCACTB aBTOMATHU3AlMU WJIA 663 HUCIIOJb30BaHUA TAKUX
CpEICTB.

HNHdopmManHoHHbIE TEXHOJIOTHH — TIPOIICCCHI, METOIBI TTOMCKa, cOopa, Xpa-
HEHUS, 00paOOTKH, TPEIOCTaBJICHUS, paclpoCTpaHeHUs] WH(POpMAIM U CITIOCOOBI
OCYIIIECTBIIEHUS TaKUX MPOIECCOB U METOOB.

Hcnoab30BaHue MePCOHANBbHBIX JAHHBIX — JICUCTBUS (Omepalyu) ¢ mepco-
HaJIbHBIMH JJdHHBIMH, COBCPIIACMBIC OIICPATOPOM B LCIIAX IMPHUHATHA peH_IeHI/Iﬁ nim
COBCPUICHHA HWHBIX HeﬁCTBHﬁ, MOpOXKAAar0MUX HPUANYICCKUC TMOCIICACTBUA B OTHO-
IIEHUU CYOBEKTa MEPCOHAIBHBIX JAHHBIX WJIM JPYTUX JIUIl JUOO MHBIM 00pa3oM 3a-
TparnBarOmiux I1paBa 1 CBO6OI[I)I CY6’beKTa MCPCOHAIbHBIX AAHHBIX WJIX APYIUX JIWII.

Hcrounuk yrpo3sl 0e3onacHocT UHGpOPMAIMU — CYOBEKT JIOCTyIIa, Mare-
pUATBbHBIA 00BEKT WM (PU3UUECKOE SIBIICHUE, SIBIISIFOIIMECS MPUYMHONW BO3HUKHOBE-
HUS yTPO3bI 0€301aCHOCTH MH(GOPMAITUH.

KonTtposampyemast 30Ha — POCTPAHCTBO (TEPPUTOPHSI, 3AaHUE, YaCTh 3aHUS,
TIOMEIIICHNE), B KOTOPOM HCKITFOYEHO HEKOHTPOJIMPYEMOE IPEOBIBAHNE ITOCTOPOHHUX
JINIT, & TAKOKE TPAHCTIOPTHBIX, TEXHUIECKUX M MHBIX MAaTePHAIbHBIX CPEICTB.

KonguaeHumaabHOCTh NMEPCOHATBHBIX JAHHBIX — 00s3aTeNIbHOE IS CO-
OJFOIEHNST OTIEPATOPOM WIJTM WHBIM TTOTYYHBIIIAM JIOCTYI K TIEPCOHATLHBIM JJAHHBIM
JIATIOM TpeOOBaHUE HE JOMYCKaTh UX PACcIpPOCTPaHEHHEe Oe3 corlachs CyOBheKTa Tep-
COHAJIBHBIX JaHHBIX WM HATMYHS HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoM 3KPaH — JIOKATLHOE (OJHOKOMIIOHEHTHOE) W (DYHKIIMOHAIIb-
HO-pAaCIIpe/IelIeHHOe TIporpaMMHoe  (ITporpaMMHO-anmapaTHOE) CPeACTBO  (KOM-
IUIEKC), peaTn3yIoIliee KOHTPOJb 3a UH(pOpMAIIKEH, MOCTynarone B "HPOpMaIMoH-
HYIO CHCTEMY TIE€pCOHAILHBIX JaHHBIX M (MJIHM) BBIXOJAIICH W3 MH()OPMAIIMOHHOMN
CUCTEMBI.

Hapyummreinb 6€30MacCHOCTH MEPCOHATBHBIX JAHHBIX — (DU3HUYECKOE JIHIIO,

CITy4aliHO WJTU TPETHAMEPEHHO COBEPIIIAIOIIEE ICHCTBUS, CIICICTBUEM KOTOPBIX SIBJISI-



€TCsl HapylIeHUe 0€30MaCHOCTH MEPCOHANTBHBIX JTAHHBIX MPY UX 00pabOTKe TEXHUYe-
CKHMH CPEJCTBaMU B MUH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX.

HeaBToMaTu3npoBanHasi 00padoTKa NMepCOHATBbHBIX JaHHBIX — 00paboTKa
ICPCOHAJIbHBIX AAHHBIX, COACPKAIIMUXCS B HH(i)OpMaHHOHHOfI CUCTEMC IICPCOHAJIb-
HBIX JaHHBIX 1100 M3BICUEHHBIX U3 TAKOU CHUCTEMBI, CUHUTACTCA OCymeCTBHeHHOﬁ
0e3 MCIOJIL30BaHUs CpeaAcCTB aBTOMATU3allUN (HCaBTOMaTHSHpOBaHHOﬁ), €CJIN TaKue
,Z[GI\/'ICTBI/IH C INCPCOHAIIBHBIMU JaHHBIMH, KAaK HCIIOJIB30BAHHC, YTOUYHCHHC, pacCIIpO-
CTPaHCHUC, YHUYTOKCHHUC IICPCOHAJIBHBIX JAdHHBIX B OTHOHICHHWU KaXXJI0TO M3 CY6’b—
CKTOB IICPCOHAJIBHBIX AAHHBIX, OCYHICCTBJIAIOTCA ITPHW HCIIOCPECACTBCHHOM YYAaCTHH
YeJI0BeKa.

HenexknapupoBanHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTH
CPEJICTB BBIUMCIIUTEILHON TEXHUKH, HE OMMCAHHBIE WM HE COOTBETCTBYIOIIME OITHU-
CaHHBIM B JIOKYMEHTAlIMU, MPU UCHOJIb30BAHUU KOTOPHIX BO3MOXKHO HapyIlICHUE
KOH(PUIEHIMATBHOCTH, JOCTYIMHOCTH WJIM LEIOCTHOCTH 00pabaThiBaeMoil HHGOP-
MAalHH.

HecaHKUMOHMPOBAHHBIN 0CTYNl (HECAHKUMOHMPOBAHHBIE EHCTBHS) —
JOCTYI K UH(OpMAIIMU WK JISHCTBUS ¢ MH(POPMALIMEN, HAapyIIIAOIIIe MpaBuiia pas-
TpaHUYEHUS JOCTYIA C UCTOJIb30BAHUEM IIITATHBIX CPEJICTB, MPEAOCTABIISIEMBIX UH-
(GbOopMallMOHHBIMU CUCTEMAaMU MEPCOHANIBHBIX JJAHHBIX.

Hocurenbs undgopmanmu — Guznyeckoe JIMIO WK MaTepUalTbHbINA OObEKT, B
TOM 4uclie (PU3NUECKOe MoJie, B KOTOPOM MH(OpMAIIMsl HAXOIUT CBOE OTPAKEHUE B
BUJIE CMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKHUX PEIICHUIN U MPOLIECCOB, KOJIMYE-
CTBEHHBIX XapPaKTEPUCTUK (PU3UYECKUX BEITUYMH.

O0e3nuuBaHue MEPCOHAJIBHBIX JAHHBIX — HCﬁCTBHﬂ, B pE3YyJIbTAaTC KOTO-
PbIX HCBO3MOKHO OIPCACINTb NPUHAMJICKHOCTL ICPCOHAJIbHBIX AAHHBIX KOHKPCT-
HOMY CYyOBEKTY MEPCOHAIBHBIX JAHHBIX.

O0padoTKa NMEePCOHANBHBIX JAHHBIX — JICUCTBUS (ONEpALMN) C TIEPCOHATb-
HBIMH JIaHHBIMU, BKJIIOYast cOOp, CUCTEMAaTHU3alNI0, HAKOTUIEHUE, XPaHEHUE, YTOUHE-

Hue (OOHOBIIEHHE, U3MEHEHHE), UCIOJB30BAaHUE, PACIPOCTpaHEeHUE (B TOM YHMCIIE



nepeqady), o0e3TUYMBaHKUE, OJOKUPOBAHUE, YHUUTOXKEHUE MEPCOHATBHBIX JIaH-
HBIX.

O6mienocTynNHbIE MEPCOHATBHBIE JTAHHbIE — ICPCOHABHBIC JAHHBIC, JIOCTYII
HEOIPAaHMYEHHOT'O KpyTa JIMI] K KOTOPBIM MPEOCTABJICH C COIJIACUs CyOBEKTa Mepco-
HaJIbHBIX JJaHHBIX WJIM Ha KOTOPBIC B COOTBCTCTBUU C (beﬂepaHBHBIMI/I 3aKOHaMH HE
pacrpocTtpaHseTcsi Tpe0oBaHUe COOIIOICHHSI KOH(PUICHIIUAIBHOCTH.

OmneparTop (mepcoHaNBHBIX AAHHBIX) — TOCYAAPCTBEHHBIN OpraH, MYHHUIIN-
NAJLHBIM OpraH, HOPUINYECKOe WM (DU3UYECKOE JIUI0, OpraHu3ylolee U (W)
OCYIIECTRIISIONIEE 00PaOOTKY MEPCOHAIBHBIX JAHHBIX, a TAKXKE OMPEICIISIOIINE T1e-
JIM ¥ cofiepkaHue 00pabOTKU MePCOHATBHBIX JTaHHBIX.

Texnuveckue cpeacrsa HMHGPOPMANMOHHOU CHCTEMBbI IEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BEIYUCIUTEIBHON TEXHUKU, UH(DOPMAIIMIOHHO-BHIYUCTUTEIILHBIC
KOMILJIEKCHI U CETH, CPEJICTBA M CHCTEMBbI Iepefaud, rnprueMa u oopadotku [1)[x
(cpencTBa M CUCTEMBI 3BYKO3aIMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOU3BEICHUS, TTepe-
TOBOPHBIEC U TEJIEBU3MOHHBIE YCTPOMCTBA, CPEICTBA U3TOTOBJICHHUSI, TUPAKUPOBAHUS
JOKYMEHTOB U JIPyTH€ TEXHUYECKHE CPEJCTBa OOpaOOTKH pEueBOi, rpaduyecKoi,
BUICO- U OYKBEHHO-1IM(PPOBOM MHPOpMAaIHH), MPOrPaMMHBIE CPEJICTBA (OTEpaIUOH-
HBIC CHCTEMBI, CUCTEMBbI yIIpaBJieHHs 0a3aMu JJAHHBIX U T.I1.), CPEJICTBA 3aIlUThl UH-
dbopmaru, npuMeHsieMble B THPOPMAITMOHHBIX CHCTEMAaX.

IlepexBaT (MH(pOpManuK) — HEMPABOMEPHOE NOJTydyeHUEe MHPOPMALIUU C UC-
TIOJIb30BAHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTRIISIONIEIO OOHAPYKCHUE, TPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepcoHasibHBbIE TaHHBIE — J1F00as WHPOPMAIIKS, OTHOCSIIASICS K ONpPE/IeIICH-
HOMY WJIM OIPEICIIAEMOMY Ha OCHOBAaHMM TaKoH HMH(MOpMAIMU (PU3MUECKOMY JIHILY
(cyObeKTy MmepcoHaIbHBIX JAHHBIX), B TOM YHCIIE €ro (aMuius, UMsi, OTYECTBO, TOJ,
MECSIIl, JaTa U MECTO POXKACHHUs, aJpec, CeMEHHOe, COIMAIbHOE, MMYIICCTBEHHOE
MOJIOKEHHUE, 00pa3zoBaHue, mpodeccusi, TOXOAbI, APyTast HHPOPMAIIHS.

IMo6Go4HbIe IJIEKTPOMATHUTHBIE M3JIy4YeHUs] W HABOJAKH — 3JICKTPOMArHHUT-
HbIC U3JIyYeHHUs TEXHUYECKUX CPEJICTB 0O0paOOTKM 3almuinaeMon mH(OpMaIuu, BO3-

HUKArOImue Kak MOOOYHOE SIBJIEHHE W BHI3BAHHEIC QJICKTPUICCKMMHA CUTHAJIAMU, z[eﬁ—
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CTBYIOUIUMU B MX DJIEKTPUUECKUX M MATHUTHBIX IEMAX, & TAKXKE JIEKTPOMATHUTHBIE
HABOJIKU ITHX CUTHAJIOB HA TOKOIIPOBOISIINE TUHUHM, KOHCTPYKITUHU U IICTIH TUTAHUS.

IMoMTHKA «YHCTOrO CTOJIA» — KOMILUIEKC OPTraHU3allMOHHBIX MEPOIPUSITHH,
KOHTPOJUPYIOIIHUX OTCYTCTBUE 3ANMChIBAHUS Ha OyMa)kKHbIe HOCUTENU KJIFOYEH U aT-
pubyTOB ToCTYyNA (TMapoieil) U XpaHeHUs MX BOIM3U OOBEKTOB JOCTYyIA.

I[Hoab30oBaTeJ b HHPOPMANMOHHON CUCTEMbI MEPCOHATBHBIX JAHHBIX — JIU-
110, Y4acTBYIoIIee B (DYHKIIMOHUPOBAHUH WH(GOPMAITMOHHOW CUCTEMBI IIEPCOHATBHBIX
JAHHBIX WJIM UCTOJB3YIOIIEe PE3YNbTaThl €€ QYHKIIMOHUPOBAHUS.

IIpaBuwia pasrpaHu4veHusi JOCTYNAa — COBOKYITHOCTh MPAaBWI, PErIaMEHTH-
PYIOIINX MpaBa J0CTyIa CyObEKTOB IOCTYIA K O0BEKTaM JOCTYIIA.

IIporpaMmmMHas 3aKJiajKa — KOJl MPOTrpamMMbl, MPEAHAMEPEHHO BHECEHHBIH B
IpPOrpaMMy C IEIbI0 OCYIIECTBUTHh yTE€UKY, U3MEHHUTh, OJIOKMPOBATH, YHUYTOXKHUTH
UH(OPMAIUIO WIA YHUYTOXHUTh U MOAU(GUUIHPOBATH MPOTPAMMHOE OOECIeUYeHHE
WH()OPMAITMOHHOW CHCTEMBI MIEPCOHAIBHBIX AAaHHBIX U (KMJK) OJOKUPOBATH ammapar-
HBIE CPEJICTBA.

IIporpammHoe (IpOorpaMMHO-MaTeMaTH4YeCKOe) BO3/IeiicTBHE — HECAHKIU-
OHHPOBAHHOE BO3JICUCTBHUE HA PECYPCHI ABTOMATH3NPOBAHHOU HH(POPMAIIMOHHOMN CH-
CTEMBI, OCYIIECTBIISIEMOE C UCTIOJIb30BAHUEM BPEIOHOCHBIX ITPOTPAMM.

PackpbiTHe NMEePCOHAIBHBIX JAHHBIX — YMBIILJIEHHOE WJIU CIy4yallHOE Hapy-
meHne KOHPUICHITMATHHOCTH TEPCOHATBHBIX JTAHHBIX.

PacnpocTpaHenne nepcoOHANbHBIX JAHHBIX — JCHCTBUS, HAllpaBJICHHbIE HA
nepenady MEPCOHATBHBIX JTaHHBIX OMPEACICHHOMY Kpyry Jnuil (Tepemada Imepco-
HAJIBHBIX JAHHBIX) WJIA HAa O3HAKOMIICHHE C MEPCOHAIBHBIMU JAHHBIMH HEOTPaHH-
YEHHOTO0 Kpyra JHI, B TOM 4HuCJe OOHApOJOBaHUE MEPCOHAIBHBIX JAHHBIX B CpE/-
CTBax MacCOBOM uHdopMaIuu, pasmenieHue B nH(pOpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEeNOCTaBIECHUE JIOCTYNa K MEepCOHAIbHBIM
JAHHBIM KaKHUM-JIMOO UHBIM CITIOCOOOM.

Pecypc unpopManmoHHONH CHCTEMbI — UMEHOBAHHBIN AJIEMEHT CUCTEMHOTO,

MPUKJIAJHOTO WM allapaTHoro obecredeHus (PyHKIMOHUPOBAaHUA HH(DOpPMAIMOH-

HOM CUCTEMBI.



CrienuajibHble KATETOPHUH NMEPCOHATbHBIX JAHHBIX — MEPCOHAIBHbBIC JaH-
HbIE, KaCalolINECs pACOBOM, HATMOHAIBHON MPUHAJIEKHOCTH, TOTUTUYECKAX B3TJIS-
JIOB, PEIMTHO3HBIX WK GUIOCOPCKUX YOSIKICHUI, COCTOSHUSI 3J0POBbSI U MHTUMHOM
KU3HHU CY6’BeKTa NNEPCOHAIbHBIX TaAHHBIX.

Cpencrea BbIYMCJIMTEIBLHONW TEXHUKH — COBOKYITHOCTH MPOIPAMMHBIX U
TEXHUYECKUX DBJIEMEHTOB CHUCTEM OOPa0OTKM JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHPO-
BaTh CAMOCTOSATENIBHO WJIK B COCTaBE JIPYTHX CUCTEM.

Cy0bekT mocryna (Cy0ObeKT)— JMIO WM MPOLECC, AEHUCTBUS KOTOPOTo pe-
IJIAMEHTUPYIOTCS MPaBUIIaMU pa3TpaHUUYEHUs JOCTYIIA.

TexHuyeckuil KaHAJ yTe4KH HH(OPMALMHU — COBOKYITHOCTb HOCUTEIS UH-
dhopMmarum (cpeacrtsa 00padoTKH), GU3MIECKON CpeIbl pacnpocTpaHeHrss nHpopma-
TUBHOTO CUTHAJIA U CPEJICTB, KOTOPHIMHU JJOOBIBAETCS 3alllUIaeMast HHpOopMaIus.

TpancrpannyHasi mepegada MePCOHAJNBHBIX JAHHBIX — TMepegada Mepco-
HaJIbHBIX JAHHBIX OIlepaTopoM yepe3 l'ocymapcrBeHHyro rpanuily Poccuiickon Pe-
Jepallii OpraHy BJIACTH WHOCTPAHHOTO TOCYAapcTBa, (GU3UUECKOMY WITH FOPHIUYC-
CKOMY JIMILy HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3bl 0€30I1aCHOCTH NEPCOHATIBHBIX JJAHHBIX — COBOKYITHOCTh YCJIOBUM U
(hakTOpOB, CO3/1AIOIIMX OMACHOCTh HECAHKITMOHUPOBAHHOTO, B TOM YHCJIE CITy4aiHO-
0, JIOCTyNa K MEPCOHAIBLHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOrO MOXKET CTaTh YHU-
YTOKEHUE, W3MEHEHHUE, OJOKMpOBaHUE, KOIMPOBAHUE, PACIPOCTPAHEHHE MEepPCo-
HAJIbHBIX JaHHBIX, & TAK)KE€ WHBIX HECAHKIIMOHUPOBAHHBIX ACUCTBUI MpH UX 0Opa-
00TKe B MH(DOPMALIMOHHON CUCTEME MEPCOHATBHBIX TAHHBIX.

YHUUTOXKEeHHE MEePCOHATIBHBIX JAHHBIX — JICICTBUSA, B PE3YJIbTATE KOTOPHIX
HEBO3MOXKHO BOCCTAHOBUTH COJIEPYKAHUE MEPCOHAIBHBIX JAaHHBIX B MH(OpPMAIIMOH-
HOM CHCTEME TEPCOHATBHBIX JTAHHBIX WM B PE3YJbTare KOTOPHIX YHUUTOXKAIOTCS
MaTepHualbHble HOCUTENU EPCOHAIBHBIX TAHHBIX.

YTeuka (3amumiaeMoi) UH(OPMAIUM MO TEXHUYECKUM KAHAJIAM — He-

KOHTPOJIMPYEMOE PacipoCTpaHeHHue HH(POPMAIMK OT HOCUTEIIS 3alllUIaeMON WH-



dbopmaiuu yepe3 GU3NUECKYI0 Cpey 0 TEXHUUECKOTO CPEACTBA, OCYIIECTBISIIOIIEC-
ro rnepexsat HHHOpMaIIUH.

Yupekaenne — yapexaeHUs 3[paBOOXPAHEHUS, COUAIILHON cepsl, Tpyaa H
3aHATOCTH.

VY3BUMOCTBb — CJTa00CTh B CPEICTBAX 3allUThI, KOTOPYKO MOYKHO HCIIOJB30-
BaTh JJIs1 HAPYIIICHUS CUCTEMBI WU COZAEpIKaIIeHCsl B Hell nHbOopMaIuy.

IenocTHOCT, HH(pOPMAIIMH — CTTIOCOOHOCTH CPEACTBA BHIYMCIUTEILHOM TEX-
HUKWA WM aBTOMATHU3WPOBAHHOM CHCTEMbI OOECeUnBaTh HEM3MEHHOCTh MH(OpMa-

IIUM B YCJIOBUSIX CITYYaiHOTO W/WJIM TIPEHAMEPEHHOTO HCKAXKEHUS (pa3pyILeHus).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — anTuUBUpYCHBIE CpEICTBA

APM —aBTOMaTH3UPOBAHHOE PabOUYEEe MECTO

BTCC — BcrmomorarenbHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCII 1 — nadopMariioHHast cucTeMa MepCoOHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasnbHasi BBIMUCIUTEbHAS CETh

MD — mexceTeBoi 3KpaH

HCJI — HecaHKIMOHUPOBAHHBINA JOCTYTI

OC — onepalioHHas cUCTEMa

[1/IH — nmepcoHaNbHBIE JAHHBIE

[IMB — nporpaMMHO-MaTeMaTu4eCcKOe BO3JIENCTBUE

1O — nporpamMmmMHoe oOecrieueHue

[IDMUH — moGouHbIe AJIEKTPOMArHUTHBIE U3TYUYEHHS M HABOIKU
CA3 — cucrema aHayM3a 3alUILIEHHOCTH

C3U - cpeacTra 3ammThl “HGOPMAITUU

C3I1/11 — cucrema (moacucTeMa) 3alUThl IEPCOHAITBHBIX TaHHBIX
COB - cucrema oOHapy eHUSI BTOP>KEHUN

TKY U — TexHuyeckre KaHallbl yTeUKd UH(POpMAIH

VYBI1/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX JJAHHBIX
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BBEJAEHUE

Hacrosimas [Tonutuka nHbopManmoHHoi 0e30MacHOCTUH  YUpexkAeHHs (fanee
— Ilonutuka) 3apaBoOXpaHEHUs], COLMAIBHON cdepsl, Tpyaa u 3aniaroctu (anee -
VYupexnenus), paspabotanHa MUHHCTEPCTBOM 3paBOOXPAHEHMsI U COLMAIBHOTO pa3-
BuTHUs PO, sBiseTcs opUIalIbHBIM TOKYMEHTOM.

[TonmuTuka pazpaboTaHa B COOTBETCTBHU C LIEISAMH, 3aJa4yaMy U IPUHLUIIAMU

obecreueHrs 6€30MaCHOCTH NIEPCOHATBHBIX TAHHBIX M3JI0KEHHBIX B KOoHIIemmy uH-

dbopmarmonnoit 6e3onacHoct UCITJ] YVupexnenus.

[Tonutuka pazpaboTaHa B COOTBETCTBUM C TpeOoBaHUsiMU DenepaabHOTO 3a-
koHa oT 27 utonst 2006 1. Ne 152-®3 «O nepcoHanbHBIX JAHHBIX» U MOCTAHOBJICHUS
[IpaButenncTBa Poccuiickoit @eneparuu ot 11 Hoa0ps 2007 1. Ne 781 «O6 yTBep-
xaenuu [lonoxenus o0 obecriedyeHnn 0€30MaCHOCTU MEPCOHATIBHBIX JAHHBIX MPHU UX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEePCOHANIbHBIX TAHHBIX)», HA OCHOBAHUH:

- «Pexomenpanuii mo oOecreyeHU0 O€30MaCHOCTH MMEPCOHANIBHBIX JAaHHBIX
npu ux o0paboTke B MH(GOPMALMOHHBIX CHUCTEMax MEPCOHAIBHBIX JAHHBIX)», YTBEp-
*)JeHHbIX 3amectuteneMm aupekropa PCTIK Poccun ot 15.02.2008 1.,

- «TunoBbIX TpeOOBaHUI TIO OPTraHU3AINMHA U OO0CCIEYCHHUIO (PYHKIIMOHUPOBA-
HUS HA(QPOBANBHBIX (KpUOTOrpaUUYECKUX) CPEJICTB, MPEIHA3HAYCHHBIX I 3alUThI
nH(popMaIu, He coJiepKalieid CBEIECHUM, COCTABISIONINX TOCYIapCTBEHHYIO TalHYy
B CJIy4ae U3 MCIOIb30BaHU AJisl 00ecneyeHnus 0€30MacHOCTH NePCOHABHBIX JaHHbBIX
npu uxX 00padoTke B MHPOPMAIIMOHHBIX CHUCTEMAaX MEPCOHABHBIX JTAHHBIX», YTBEP-
*K1eHHbIX pykoBojcTBOM 8 LlenTpa ®CB Poccuu 21.02.2008 1. Ne 149/6/6-662.

B [Tonutuke onpenenensl TpedoBanus k nepconany MCII/IH, crenens oTBeT-
CTBEHHOCTH IEpPCOHANA, CTPYKTypa U HEOOXOIUMBII YpOBEHb 3aIMIIEHHOCTH, CTa-
TyC W JOJDKHOCTHBIE OOS3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a OOecleueHHe

6e3onacHocTu nepcoHanbHbIX AaHHbIX B UCITJIH YupexneHus.
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1 O0mue mojokeHus

Lenpio HacTosmel [loauTtuku sSBIIsIeTCS o0ecneueHre 0S30IMacHOCTH O0OBEKTOB
3aIIUTHl YUYPEKJIEHUs OT BCEX BUJIOB YIPO3, BHEITHUX U BHYTPEHHUX, YMBIIUICHHBIX
Y HENpeIHAMEPEHHbIX, MHUHUMHU3aLKs yniepOa OT BO3MOYKHOM peaM3alid yrpo3s
oe3onacHoctu [1/{a (YBIIIH).

be3onacHOCTh MEpCOHATIBHBIX JTAHHBIX JOCTUTACTCS MyTEM HCKIIOYEHUs He-
CaHKIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4aifHOTO, IOCTYIIa K IEPCOHAIbHBIM JIaHHBIM,
pe3ynAbTaTOM KOTOPOI'0 MOXKET CTaTh YHHUUYTOXXKEHHE, U3MEHEHUE, OJI0OKMPOBAaHKE, KO-
NUPOBAHUE, PACIIPOCTPAHEHUE TIEPCOHATIBHBIX JaHHBIX, a TAK)KE€ MHBIX HECAHKIMO-
HUPOBAHHBIX JCUCTBHM.

Nudopmanus u cBsizaHHbIE ¢ HEW PECYPCHI AODKHBI ObITh JOCTYMHBI JIJIs1 aBTO-
pPHU30BaHHBIX MOJIb30BaTENEH. JJOMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapyxe-
HHE U pearupoBanue Ha Y BII/IH.

JIOMKHO OCYIIECTBIATHCS MPEAOTBpAIICHUE NPEeTHAMEPESHHBIX WA CITydaii-
HBIX, YACTUYHBIX WJIM TMOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAUGDUKAIMA WM YHUUYTO-
KEHUS JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI IPCACTABIICH B HGDC‘-IHG INCPCOHAJIBbHBIX AAHHBIX,

IMOJICKAIIMUX 3aIITUTC.

Cocrar UCIIJIH moaiexamniux 3anure, npeacraBieH B Otyere o pe3yabTarax

IIPOBCACHU S BHVTDCHHeﬁ IIPOBCPKU.
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2 O0gacTh q1eicTBUA

TpeboBanus HacTosiei [loaUTHKU pacpoCTpaHsIOTCA HA BCEX COTPYIHUKOB
VYupexneHus (IUTaTHBIX, BPEMEHHBIX, pa0OTaOIIMX [0 KOHTPAKTY U T.II.), a TaKXkKe

BCEX MPOYMX JUILl (MOAPSIAYUKHU, AyAUTOPHI U T.11.).
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3 CucTeMa 321U ThI NEPCOHATBHBIX TaHHBIX

Cuctema 3amuThl nepcoHanbHbix AaHHBIX (C3II/IH), cTpouTCS HA OCHOBAHUMU:

- Otuera o PE3YJIbTAaTaX MMPOBCACHUA BHVTDGHHCﬁ IIPOBCPKH,

- HCDC‘-IH?I IIEPCOHAJIbHBIX AAHHBIX, MMOJICKANINX 3AIMUTC,

- AkTa knaccudukamy THQOPMATMOHHONW CUCTEMBI IIEPCOHANBHBIX JaHHBIX,

- Moaenu yrpo3 0e30IMacHOCTH MEPCOHAJIBHBIX JAHHBIX;

- [losoxenus o pasrpaHu4YCHUM IIpaB JOCTVYIIA K O6Da6aTBIBaeMI)IM IIepcCco-

HaJBbHBIM JAaHHBIM,

- PykoBogsamux nokymeHToB @CTIK u ®Ch Poccun.

Ha ocHOBaHMUM 3THX JOKYMEHTOB OIPEAEISeTCS HEOOXOAUMBIH YpOBEHb 3a-
nienHocty [1J{n xaxnoi UCIIIH Yupexnenus. Ha ocHOBaHMM aHaM3a aKTyalb-
HBIX yrpo3 6e3onacHoctH [1/1H onucannoro B Moaenu yrpo3 u Otdera o pe3yibTa-
Tax NPOBEACHUS BHYTPEHHEW NPOBEPKE, NETACTCS 3aKIIOUEHHE O HEOOXOAMMOCTH
UCIOJIb30BaHUsl TEXHUUECKHUX CPEICTB M OPraHU3AIIMOHHBIX MEPONIPUATHI i o0ec-
nedyeHus 0ezonacHocty [1/1H. BeiOpaHHbIE HEOOXOAMMBIE MEPOIIPUATHSI OTPAKAIOTCS

B [ltane meponpusaTuii no obecrneyeHnro 3armuTse! [1JIH.

st kasxmoit UCIIIH moimkeH OBITh COCTaBJICH CIUCOK MCIOJIb3yeMbIX TEXHU-
YECKMX CPEJCTB 3alllUThl, a TaK K€ MPOTPAMMHOr0 0OeCTeUeHHUsI y4acTBYIOLIETO B
obpabotke [1]1H, Ha Bcex anemenTtax UCII/IH:

- APM nonp30BaTenei;

- CepBepa NpuIIOKEHUN;

- CYB/;

- I'panuua JIBC;

- KananoB mepemaun B ceTu 00IIETo MOJB30BaHUS U (UITH) MEXIYHAPOIHOTO
obmeHa, eciu 1o HUM niepenarotcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHOCTH MCIIIH u akTyallbHBIX Yrpos,
C3I1/IH MOKeT BKJIIOYATh CIECAYIOLINE TEXHUYECKHE CPEACTBA!

- aHTUBHUPYCHBIC CPEJICTBA JIJIs1 pabOUMX CTAaHLIUK MOJIb30BaTeeH U CEpBEPOB;

- CpCaCTBa MCIKCCTCBOI'O SKPpAHUPOBAHUA,
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- cpencTBa Kpunrtorpadhuyeckon 3anuThl HHGOPMALIMK, TIPU TIepenaye 3amiu-
aeMoii HH(POpPMaIIUU 10 KaHajlaM CBSI3H.

Tak e B CIMCOK JOJKHBI ObITh BKIIFOUEHBI (DYHKIIMHU 3aIUTHI, 0OecrieurBae-
MbIe MTaTHBIMU cpeacTtBamu oOpabotku [1J[H omepanmonusiMu cuctemamu (OC),
npukiiagubM [10 U crienranbHBIMU KOMILJIEKCAMU, PEAIM3YIOIIUMU CPEJICTBA 3allU-
Thl. CIUCOK (DYHKIIMIA 3aIIUThl MOKET BKJIHOYATh:

- YIPaBJICHUE U PA3TPAHUYEHHE JOCTYMA MTOJIb30BATEIICH;

- PETUCTPALIMIO U YUET ACUCTBUM ¢ UHpOpMaIUeH;

- - oOecrieunBaTh 1EJIOCTHOCTh TAHHBIX;

- - IPOU3BOJUTH OOHAPYKEHUN BTOPKEHUIA.

Crucok HCIIOJIBb3YCMBbIX TCXHUUYCCKUX CPECACTB OTPAKACTCA B IImane meponpu-

SITHHA 110 00eCIeUEHHIO 3aIIUMThl IICPCOHAJIBHBIX JAdHHBIX. Crmcok HCIIOJIB3YCMBbIX

CpCACTB JOJDKCH MOAACPKHUBATHCA B aKTyaJIbHOM COCTOSHHH. HpI/I HN3MCHCHHUHU CO-
CTaBa TCXHHUYCCKUX CPCACTB 3alllUTHBI WJIN 3JICMCHTOB HCHI[H, COOTBCTCTBYHOIHC
HU3MCHCHHA OOJDKHBI ObITh BHeceHBI B CIIHMCOK M YTBCPKACHBI PYKOBOJIUTCIICEM

y‘{pe}KI[CHI/IH WK JIMIIOM, OTBCTCTBCHHBIM 34 oOecrieueHue 3alIUThI HI[H
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4 TpeooBanus k noacucremam C3I1/In

C3I1n BxiroUaeT B ceOs CIAeyIOIINE MOACUCTEMBI:

yIpaBJICHUS] IOCTYTIOM, PETUCTPAIMU U YUeTa;

oOecrieueHus HEJIOCTHOCTHU U JOCTYITHOCTH;

AHTUBUPYCHOM 3alIlIUTHI;

MEXKCETEBOT0 DIKPAaHUPOBAHMS;

- aHaAJIM3a 3alUIICHHOCTH;

- 00Hapy>KEeHUs BTOP’KEHUM;

- Kpunrorpapu4eckou 3aiuThl.

[Moncucrempr C3IIJIH UMEIOT pa3nUYHBIA (PYHKIHOHAT B 3aBUCUMOCTU OT

kiacca UCIIIH, onpenenenHoro B Akre kinaccudukanmu nHGOpMAIIMOHHON cUCTe-

MBI _TIEPCOHAIBHBIX NaHHbIX. Crmucok cooTBeTcTBUs (yHKmmi moacuctem C3I1/IxH

KJIaCCy 3alllMINCHHOCTHU IMMPCACTABJICH B HpI/IJ'IO}KCHI/II/I.

4.1 lloacucremMsbl yNpaBJIeHUs1 JOCTYIIOM, PErHCTPALMHU H YYeTa

[ToncucrteMa ympaBieHUsI AOCTYIIOM, PETMCTpalldd U y4yeTa MpeJHa3HaueHa
JUTSL peasin3aliu CIeAYOMMNX (PyHKIIHMA:

- ICHTU(PUKALUU U MPOBEPKA MOJUIMHHOCTH CyOBEKTOB JIOCTYyMa MPU BXOJE B
NCTI/IH;

- UICHTU(PUKALUA TEPMHHAJIOB, Y3JIOB CETH, KaHAJOB CBSI3U, BHEIIHUX
YCTPOMCTB M0 JOTUYECKUM UMEHAM;

- UICHTU(PUKALMU [IpOrpaMM, TOMOB, KaTajaoroB, (ailios, 3amnucei, nomueu 3a-
MYCeH 1o UMEHAaM;

- perucTtpaliuu Bxojaa (BbIXoAa) CYOBEKTOB OCTYINA B CUCTEMY (M3 CHCTEMBI),
aM00 peructpanus 3arpy3kd U MHULMAIU3ALUKA ONEPAlMOHHON CUCTEMBI U €€ OCTa-
HOBA.

- PETUCTPALIMU TOMBITOK JI0CTYIa MPOrPaMMHBIX CPEACTB (MMPOrpamm, MpoIiec-
COB, 3aJ1a4, 3aJlaHUi) K 3aluIaeMbIM (aitiam;

- PETUCTPALIMU TOMNBITOK JOCTyIa ITPOTPAMMHBIX CPEJCTB K T€pPMHUHAJIaM, Ka-

HajlaM CBSI3M, POrpaMMaM, ToMaM, Katajoram, ¢anaam, 3amucsM, MoJsiM 3armuce.
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[Toncucrema ympaBiieHUsl TOCTYIIOM MOXET OBbIThb peaii30BaHa C MOMOUIbIO
IITaTHBIX cpencTB oOpadotku [1J{H (onmepanuonnbix cucreM, npuioxkenuit u CYB/I).
Tak xe MOXeT ObITh BHEAPEHO CIELUAIbHOE TEXHUYECKOE CPEICTBO WM HUX KOM-
IUIEKC OCYIIECTBIISIOMINE JAOMOTHUTEIbHbIE MEPHI MO ayTEHTU(PUKAIIMA U KOHTPOIIO.
Hanpumep, npuMeHeHne eMHBIX XPaHUIIUIL YYETHBIX 3alIUCEHN MOJIb30BATENICH U pe-
TMCTPALlMOHHON MH(pOpMalMy, UCIOJIb30BaHUE OMOMETPUUECKUX U TEXHUYECKUX (C

MIOMOIIIBIO 3JIEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(UKALUU U IPYTHX.

4.2 Mloacucrema odecriedeHs HEJOCTHOCTH U IOCTYIIHOCTH

[Toncucrema obecrieyeHus: NEIOCTHOCTH U JTOCTYMHOCTH NMpeAHa3HAaYeHa IS
oOecrnieueHusi 1ENOCTHOCTU U JocTynHocTH [I/IH, mporpaMMHBIX M ammapaTHbIX
cpeactBs MCII[H VYupexnaeHusi, a Tak >X€ CPEACTB 3allUThl, IPU CIyYalHOW WIIU
HaMEpeHHOU MonuduKanuu.

[Toncucrema peannusyercs ¢ IOMOLIBIO OPraHU3aliy PE3EPBHOIO KOIMPOBAHUS
oOpabarbiBaeMbIX JaHHBIX, a TaK K€ PE3epBUPOBAHUEM KIHOUEBBIX 31emeHToB MC-

[T/1n.

4.3 lloacucreMa aHTUBUPYCHOM 321U THI

[Toncucrema aHTUBHPYCHOM 3allUTHI MPEIHA3HAYEHA JJIsl 00ECIIEUEeHUsl aHTH-
BUpPYCHOM 3amuThl cepBepoB 1 APM nons3oBareneit UCII/In Yupexnenus.

CpencTBa aHTHBUPYCHOM 3alllMThl NPEIHA3HAYEHBI JUIS peallM3alu CIEAYIo-
X QyHKIMA:

- PE3UICHTHBIM AHTUBHUPYCHBI MOHUTOPHHT

- AHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-0JIOKUPOBAHME;

- LICHTPAJIM30BaHHYIO/yIAJIEHHYIO YCTaHOBKY/I€UHCTAUIALUIO aHTUBUPYCHOTO
NPOAYKTa, HACTPOIKY, aAMUHUCTPUPOBAHHUE, TPOCMOTP OTYETOB U CTATUCTUYECKOU
uHdopmMaryu mo paboTe MPOAYKTa;

- aBTOMaTU3MPOBAHHOE OOHOBJICHHE AaHTUBUPYCHBIX 0a3;

- OrpaHUYEHHE TpaB MOJIb30BATENsI HA OCTAHOBKY HCIIONHSIEMBIX 3aJa4 U U3-

MEHEHHUS HaCTPOEK aHTUBHPYCHOTO MPOTPAMMHOTO 00ECTICUCHUS;

18



- aBTOMATUYECKUMN 3aIlyCK Cpasy IOCIIe 3arpy3KH ONEPALUMOHHON CUCTEMBI.
[loncucrema peamusyercs NMyTEM BHEAPEHUs CIELUAIBHOIO AHTHUBUPYCHOTO

nporpaMMHoOro oodecrneuenus Ha Bce dneMenTsl UCI/IH.

4.4 TloacucremMa MeKCeTeBOro 3KPaAaHMPOBAHUS

[ToncucremMa MEXCETEBOTO SKPAaHUPOBAHUS MpEJHA3HAYEHA IS pealli3aliu
CIIEAYOIUX (PyHKIUI:

- puibTpalu OTKPBHITOTO M 3amm@poBaHHOro (3akpeiToro) IP-tpaduka mo
CJIEYIOIMM IIapaMeTpam;

- uKcalMy BO BHYTPEHHHUX XypHalax MH()OPMALMU O MPOXOIALIEM OTKpbI-
TOM U 3aKkpbIToM [P-Tpaduxke;

- UJICHTU(UKALMU U ayTEHTU(UKALNIO aJMUHUCTPAaTOpa MEKCETEBOTO HKpaHa
IIPU €ro JIOKAJbHBIX 3alIPOCax Ha IOCTYTI;

- perucTpanuu Bxozaa (BbIX0Ja) aJMHHHCTPATOPa MEXCETEBOIO 3KpaHa B CH-
cTeMy (U3 cucTeMbl) TM00 3arpy3Ku U MHUIMAIN3ALUHA CUCTEMBI U €€ IPOrPaMMHOTO
OCTaHOBA;

- KOHTPOJISI LIEJIOCTHOCTH CBOEW MPOrpaMMHOM U MH(OPMALIMOHHOMN 4acTH;

- (UIIBTpALIUY MAKETOB CIYKEOHBIX MPOTOKOJIOB, CAYXKAIIUX IS TUarHOCTUKH
U YIIpaBJIeHUs pabOTOMN CETEBBIX YCTPOHCTB;

- QUIbTpallMi C YYETOM BXOAHOIO M BBIXOJHOIO CETEBOro MHTepdeiica Kak
CPEICTBO MPOBEPKHU MOAJIMHHOCTH CETEBBIX aPECOB;

- perucTpanuu 1 yuera 3arpaliinBaeMbIX CEPBUCOB IIPUKIAHOTO YPOBHS;

- OJIOKMPOBAHMS JIOCTyIa HEUJICHTU(GUIIMPOBAHHOTO OOBEKTa WM CYOBEKTa,
HOJ/UTMHHOCTh KOTOPOTO MpPH ayTeHTU(UKALIMK HE TOATBEPANIIaCh, METOJJaMH, YCTOM-
YMBBIMHU K [IEPEXBATY;

- KOHTPOJISI 32 CETEBOM aKTHBHOCTBHIO MPUJIOKEHUN W OOHAPYKEHHUSI CETEBBIX
aTak.

[Toncucrema peanusyercs BHEAPEHUEM IIPOrPaMMHO-AIIAPATHBIX KOMIUIEKCOB

MEXCETEBOI0 3KpaHrpoBaHus Ha rpanuue JICB, kinaccom He Huxe 4.
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4.5 MMoacucTeMa aHAJIN3A 3AIUIIEHHOCTH

[Toncucrema aHanM3a 3alMILEHHOCTH, JOJDKHA OOECIIEUNBATh BBISBICHUS YsI3-
BUMOCTEMH, CBA3aHHBIX ¢ ommOkamu B koHurypauuu [10 UCII/IH, koTOpble MOTYT
OBITh MCIIOJIB30BaHbl HAPYIIUTEIIEM JIJISl peaIM3alii ATaKU Ha CUCTEMY.

OyHKIMOHAN TOJCUCTEMBI MOXET OBITH peajn30BaH MPOTPAMMHBIMU U TPO-

I'paMMHO-aIlMnapaTHbIMH CPCIACTBAMMU.

4.6 Ioacucrema oGHAPYKeHUsT BTOPKEHMIA

[ToacucreMa oOHapyKeHHsI BTOP>KEHUH, JOJIKHA 00eCIeUnBaTh BhISBICHUE CE-
TeBbIX arak Ha 3neMeHThl MCII/IH moakimroueHHbIe K CeTSIM OOIIEro IMOJIb30BaHUS U
(W) MEXTYHApOJIHOTO OOMEHA.

OYHKIIMOHAT TIOJICUCTEMBl MOXKET OBITh PEaIn30BaH MPOTPAMMHBIMHU H TPO-

rpaMMHO-aIlIIapaTHbIMU CpCIACTBAMMU.

4.7 lloacucreMa KpUunTorpagpuueckoi 3aluThI

[Toncucrema KpunTOrpagUIECKO 3anIUTHl MPEAHA3HAYCHA IS MCKITIOUYCHUS
HC/] x 3ammumaemoit nagopmanuu B UCIIIH YupexaeHus, npu ee nepeaadu 1mo Ka-
HaJiaM CBSI3H CETEH OOIIETo MOIh30BaHUS U (WIIH) MEXTYHAPOTHOTO OOMEHA.

[Tomcucrema peanmusyeTcsi BHEIPEHUS KPHUNTOTPpaPUUECKUX MPOrpaMMHO-

aIrrrapaTHbiX KOMIIJICKCOB.
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5 IHoaw3zoBarean UCII/In

B Konnenmmn nadopmamoHHoi 6€301acHOCTH ONpe/IeIeHbl OCHOBHBIE KaTe-

ropuu mnojb3oBareneil. Ha ocHOBaHMM 3THX KaTeropuu JIOJHKHA OBITH MpPOM3BEACHA
tunu3anus noiaszoBareneit UCII/IH, onpeneneH UxX ypoBEHb JOCTyIa U BO3MOKHO-
CTH.

B UCIIIH YupexaeHus MOXHO BBIAEIUTH CIEAYIOIIME IPYMIIbI MOJb30BaTE-
Je#, yJacTByrONMX B 00padoTtke u xpanennn [1/]H:

- Anmunuctparopa UCII/H;

- AamuHuCcTpaTtopa 0€30MacHOCTH;

- Oneparopa APM;

- AIMUHHCTpATOpa CETH;

- TexHuueckoro crenuanucTa Mo 0OCIYXKMBaHUIO nepudepuitHoro o6opyI0-
BAHUS;

- [Tporpammuct-pazpadbotunx UCIIH.

JlanHbIE O TpyMMax MOJIb30BATENSIX, YPOBHE UX MOCTYIa U MHGOOPMHPOBAHHO-

CTHU JOJIDKCH OBITH OTpa’KCH B [loyi0keHME O pa3rpaHUyYCHMHU IpaB JOCTYIIA K 06]3868,—

ThIBACMbBIM IIEPCOHAJIbHBIM JdHHBIM.

5.1 Axmunucrparop UCIIIn

Anmvunuctpatop MCIIJIH, coTpyaHMK Y4peKAeHus, OTBETCTBEHHBIM 3a
HacTpoiiky, BHeapeHue u comnpoBoxaeHue MCII/In. OOecneunBaer (GpyHKIHOHUPO-
BaHHE nojcuctemsl ynpasieHus goctynom MCIIJIH u ynoJIHOMOYEH OCYyIIECTBIIATh
IPEIOCTABICHUE U pa3rpaHUUYEHHUE JIOCTyNla KOHEYHOTo mojb3oBatens (Omneparopa
APM) K arieMeHTaM XpaHsIIUM [IEPCOHAIbHbBIE TaHHBIE.

Anmvunuctpatop UCIT/IH ob6manaet ciaenyomuM ypoBHEM IOCTYIIa U 3HAHUM:

- oOsagaeT nojaHoi nHpopManre 0 CHCTEMHOM U NMPUKIAAHOM IIPOrPaMMHOM
ob6ecneuenuu UCII/x;

- o0agaeT noMHoM HHPOpMAIHEe 0 TEXHUYECKUX CPEICTBAX U KOH(UTYpAIIH
NCIIdx;

- UIMEET JOCTYI KO BCEM TEXHUYECKUM CpeACTBaM 00paboTKu MH(pOpMaLuu U

nanabiM UCITIH;
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- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS W AJIMUHHCTPATUBHOM HACTPONKHU

texHuueckux cpeacts UCIT/IH.

5.2 AnMuHHCTpaTOp 0€30NMaCHOCTH

AnmuHHCTpaTOp 0€30MaCHOCTH, COTPYIHUK YUpPEKIACHHs, OTBETCTBEHHBIN 3a
¢ynkuonupoBanre C3I1JIH, BkiIodas oOCiIyXMBaHHE M HACTPOMKY aJMHHHCTpa-
TUBHOM, CEPBEPHOUN U KIIMEHTCKOM KOMIIOHEHT.

Anmunuctpatop 0e30macHOCTH 00dalaeT CIACAYIOUMM YPOBHEM JOCTyNa W
3HAHUM:

- obnanaet mpaBamu Aamunuctparopa UCIH;

- obmagaet nonHo# uHpopmarmeit 06 MCIH;

- UIMEeT JIOCTYI K CpeACTBaM 3allUThl MH(OOPMALIMU U MPOTOKOJIMPOBAHUS U K
yacTH KIro4eBbix aaeMeHToB UCII/IH;

- HE UMEET MpaB JOCTyNa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJICTB CETH 3a
UCKIIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnmuHHCTpaTOp 06€30MaCHOCTH YIIOJTHOMOYEH:

- peanu30BbIBAaTh MOJUTUKHU Oe3omacHocTH B yacTu Hactpoiiku CK3U, mexce-
TEBBIX 3KPAHOB U CUCTEM OOHAPY’>KEHHUS aTaK, B COOTBETCTBUU C KOTOPBIMH I10JIb30-
Barelb (Onepatop APM) nosrydaeT BO3MOKHOCTh paboTaTh ¢ anementamu UCII/IH;

- OCYILECTBJISITh AyAUT CPENCTB 3ALINUTHL;

- YCTaHABIMBATh JOBEPUTEIbHBIC OTHOLIEHUs CBOEH 3ALMIIEHHON CETH C Ce-

TSIMU APYTUX Y UPEKICHUMN.

5.3 Onepatop APM

Omnepatop APM, corpymnHuk YUpexXIeHUs, OCYIIECTBISIOMUA 00paboTKy
[1Ia. O6pabotka [IJ]IH BKiIrOYaeT: BO3MOXKHOCTH IpocMmoTpa II/IH, pydHOl BBOJ
[T1u B cucremy UCIIH, (opmupoBaHue CIIpaBOK U OTYETOB IO MH(OpPMALUH, IO-
nayyenHo u3 UCIIl. OnepaTop HE UMEET MOJHOMOYMMN AJI1 yIPABJICHUS MMOJACUCTE-
Mamu 00paboTku ganHbx U C3I1/]H.

Omnepatop UCII/IH o6magaeT ciieyronuM ypoBHEM JOCTYIIA U 3HAHUIA:

22



- o0yaaeT BceMH HEOOXOJMMBIMHU aTpuOyTaMu (HarpuMep, maposiem), odec-
IIEYMBAIOLIMMH TOCTYI K HEKOTOPOMY NTOAMHOXKeCTBY 11/1H;

- pacioJjaracTt KOH(I)I/I,Z[CHHI/IaJILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

5.4 AAMMHHCTPATOP CeTH

AJZIMHHUCTPATOP CETH, COTPYIAHHUK YUPEIKIACHUS, OTBETCTBEHHBIN 3a (DYHKITHO-
HUpOBaHWE TeJleKoMMyHUKannoHHOW moacucteMbl MCII[IH. AnmuHHCTpaTop cetu
HE UMEeT MOJHOMOYMI JJisl yIpaBiIeHUs MOJCUCTEMaMH 0OpabOTKU JaHHBIX U Oe€3-
OITaCHOCTH.

AJIMUHHUCTpATOP CETH 00JIaAaeT CICIYIOIIMM YPOBHEM JOCTYIa U 3HAHU:

- o0magaeT yacThio HHGOPMAIIMU O CUCTEMHOM W MPUKIIAJHOM MPOrPaMMHOM
obecnieuennu UCII/IH;

- o0magaeT yacThio MHPOPMAIIMK O TEXHHYECKHUX CPEACTBaX M KOH(UTypanuu
NCIIH;

- UMeeT (PU3MYECKUN JOCTYyN K TEXHUYECKHUM CpefcTBaM oO0pabOTKu HHGOP-
MAIlfH U CPEICTBaM 3aIIUTHL;

- 3HACT, 110 MEHBIIICH MCPEC, OAHO JICTaJIbHOC UM AOCTYIIA.

9.5 TexHn4ecknii CENUAIUCT MO 00CTYKMBAHUIO epudepuitHOro
o0opynoBaHust

Texuuyeckuil cnenuagucT MO OOCITYXKHUBAaHHUIO, COTPYIHUK YUpeKICHUS,
OCYILECTBISIET OOCIYy)KMBaHHUE M HACTPOWKYy mnepudepuiitHoro obopynoBanus HC-
[T[n. Texaudeckuil cnenuamucT Mo oO0CIyXKMBaHUIO He uMeeT noctyna K I[1/IH, He
UMEET MOJIHOMOYHI Ui YIpaBiIeHUs MOoJACUCTeMaMHu 0OpaOOTKU JaHHBIX U Oe3omac-
HOCTH.

TexHuYecKuil CIeUaNrCT Mo 00CITy)KMBAaHUIO 00JIaIaeT CIeIYIONUM YPOBHEM
JOCTYIIA U 3HAHWM:

- 00y1agaeT 4yacThi0 MHPOPMALMU O CUCTEMHOM U IPUKIIAJTHOM IIPOrPaMMHOM
ob6ecneuenuu UCII/x;

- o0sagaeT yacTbio MHPOpPMALMKM O TEXHUUYECKUX CPEACTBAX M KOH(UTypaluu
NCITH;
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- 3HACT, IIO MEHBIIICH MEPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.6 lMporpammuct-paspadoryuxk UCIIAn

[TporpaMMuCTBI-pa3paOOTUUKK (MOCTABIIMKHN) MPUKIAJHOIO MPOrPAMMHOIO
obecrnieueHuns, o0ecreunBaroIIke ero COMpPOBOXKAEHUE Ha 3anuinaeMoM oobekTe. K
JAHHOM TpyNIie MOTYT OTHOCUTBCS KaK COTPYIHUKU YUPEKJICHHUS, TAK U COTPYIHU-
KM CTOPOHHHUX OpraHU3alui.

JInmo »Ton Kareropuu:
- obnanaetr uHdopmale o6 anropuTMax M mporpammax oopadbotku uHGOpP-

maruu Ha UCI1/]H;

- 00J1aJaeT BO3MOXHOCTSIMU BHECEHHUS OLIMOOK, HEACKIAPUPOBAHHBIX BO3-
MOKHOCTEH, IPOrPaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX MPOTpamMM B IPOrpPaMMHOE
obecnieuenne CII/In Ha craguu ee pa3paOOTKH, BHEAPEHUS U COMPOBOKICHUS;

- MOXET pacrojiaratb JIOObBIMM (parMeHTaMH HH(OpPMALMM O TOIOJIOTHH

NCIIIH 1 TexHu4ecKux cpeacTtBax 00padoTku u 3auuthl [1J1H, oOpabaThiBaeMbIX B

WUCTITn.
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6 TpeGoBaHusi K mepcoHay no odecnedeHuro 3amuThl I1H

Bce corpynnuku VYupexnenus, spistomuecs mnonb3oBatensimu  WUCII/IH,
JOJDKHBI YETKO 3HATh U CTPOTO BBIMOJHATh YCTAHOBJIEHHBIE MTPaBUiia U 00S13aHHOCTH
0 IOCTYITY K 3aIlIUIIaeMbIM 00BEKTaM U COOJIIOICHUIO MIPUHITOTO peXnuMa Oe3omnac-
Hoctu I1/1H.

[Ipy BCTymieHMM B JOJDKHOCTh HOBOTO COTPYIHHMKA HEMOCPEACTBEHHBIN
HAYaJbHUK MOJpa3/elieHusi, B KOTOPOE OH IOCTYIaeT, 00s3aH OpPraHU30BaTh €ro
03HAKOMJICHUE C JIOJDKHOCTHOM MHCTPYKIMEH U HEOOXOJIMMBIMU JIOKYMEHTaMH, pe-
rJIaMeHTUpYIOIMMU TpeOoBanus 1o 3amure [1/1H, a Takxke oOyueHHe HaBbIKAM BbI-
NOJHEHUSI TPOIEAYyp, HEOOXOAUMBIX MJIsi CAHKUMOHHUPOBAHHOTO HCIOJIb30BAHUS
NCII/JR.

CoTpyIHUK OJKEH OBITh 03HAKOMJIEH CO CBeJeHUsIMH Hactosien [loauTukmy,
NpUHATHIX Tipotieayp padotsl ¢ anemenTamu UCIT/In u C3I1/H.

CoTpynHUKH YUpexAEHUS, UCIIOIB3YIOIINE TEXHUUYECKUE CPEACTBA aAyTECHTH-
¢ukanuu, JOKHBI 00ECIeYnBaTh COXPAHHOCTh HMJIEHTHU(UKATOPOB (3JIEKTPOHHBIX
kiroueit) u He qonyckatb HCJl k HUM, a Tak K€ BO3MOXHOCTb UX YTEPH UJIU UCIIOJb-
30BaHMs TPEThbUMU JuuaMu. [loap30BaTenu HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTb
3a COXPaHHOCTh UIEHTU(UKATOPOB.

CoTpyaHuku YUpexxJIeHusl TOJKHBI CIE0BaTh YCTAHOBJICHHBIM MpPOLETypaM

nojjiepkanus pexkuma 6e3omacHoctd I1/[H npu BeIOOpPE M MCIIOJIB30BAHUU ITAPOJICH

(ecM He MCIIONIB3YIOTCS TEXHUYECKHE CPECTBA ayTeHTU(DHUKALIHN).

CoTpyaHHUKH YUpexkaAeHus JOKHBI 00eCIeunBaTh HAAJISKAIIYIO 3alIUTy 000-
pPYJIOBaHMsI, OCTAaBISIEMOTO 0€3 MPUCMOTPa, OCOOEHHO B T€X CIIydyasix, KOrjaa B moMe-
IIEHUE UMEIOT JIOCTYIN MOCTOPOHHME Jnia. Bee monb3oBaTenu qoOMmKHBI 3HATh Tpebo-
BaHus mo Oe3omacHoctu [1/IH 1 mporenypsl 3aUTHl 000PYAOBaHUS, OCTABIEHHOTO
0e3 mpuCcMOoTpa, a TAKKE CBOU 0053aHHOCTH 110 00ECTIEYCHUIO TAKOM 3aIUTHI.

CoTpyaHHKaM 3ampeliaercss YCTaHaBIUBaTh I[OCTOPOHHEE MPOrpaMMHOE
oOecrnieueHne, NOJKI0YaTh JINYHbIE MOOMIBHBIE YCTPOWCTBA U HOCUTENIH MH(OpMa-

MK, a TaK KC 3allMCbIBATh HA HUX 3alIUIIACMYIO I/IH(bOpMaLII/IIO.
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CoTpynHHKaM 3ampeniaeTcsl pasriiamaTh 3allMIaeMyr0 UHQOpMaIHUo, KOTO-
pasi cTajia UM M3BECTHA MpU paboTe ¢ HHPOPMAIIMOHHBIMHU CUCTEMaMU Y UYpeKICHHUS,
TPETHUM JIULIAM.

[Tpu pabore ¢ [1u B UCIIdH cotpyauuku YupexaeHus o0s13aHbl 00ECeunTh
OTCYTCTBHE BO3MOKHOCTH mpocMmoTpa II/IH Tperbumu naunamu ¢ MOHUTOpoB APM
WJIA TEPMHUHAJIOB.

[Tpu 3aBepumenun padotsl ¢ UCII[H coTpynHuku o06s3aHbl 3amututh APM
WIM TEPMUHAJbI C IOMOIIbIO OJOKMPOBKU KJIHOYOM WJIM 3KBUBAJIEHTHOI'O CPEACTBA
KOHTPOJISL, Hal[pUMeEp, AOCTYIIOM IO MapoJIt0, €CIN He UCTIOIB3YIOTCS 00JIee CHIIbHBIC
CpelCcTBa 3aLUTHI.

CotpynHuKM YupexaeHHUsl NOJDKHBI ObITh NMPOMH(OpPMHpPOBaHBI 00 Yrpo3ax
HapylIieHus pexkuMa Oe3omnacHocTd [I/IH M OTBETCTBEHHOCTH 3a €ro HapyIllIEHHE.
OHu [0/KHBI OBITH O3HAKOMIIEHBI C YTBEP)KICHHONW (OpMalIbHOM IpoLeaypon
HAJIOKEHUSI JAMCLUUIIMHAPHBIX B3bICKAHUI HA COTPYAHHUKOB, KOTOPbIE HapyIIWIN
OPUHATHIE IOJIUTUKY U Tporeaypbl 6e3omnacHoctu [1/1H.

CotpyaHuku 00s3aHbI 0€3 MpOMEJIEHUsI co00IaTh 000 BceX HaOJII0IaeMBbIX
WIN NTO03pUTENbHBIX citydasx padotsl UCIIIH, Morymumx nosneds 3a cO00H yrpo3sl
oe3onmacHoctu I1/[H, a Takke O BBISBICHHBIX UMM COOBITHSX, 3aTpardBaromux Oe3-
onacHocTh [1/IH, pyKOBOJACTBY MoApa3ieseHus U JHILY, OTBEYAIOIIEMY 3a HEMEIJIeH-

HOE pearupoBaHue Ha yrpo3bl 6e3onacHoctu [1/]H.
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7 J10J2KHOCTHBIE 00s13aHHOCTH noJb3oBaTesieid UCIIAn

JlomxHocTHbIe 00s3aHHOCTH nojb3oBaTeneit MCII/Ix onucansl B ciaeayronmx
JNOKyMEHTaX:

- Uucrpykimsa agmuauctparopa MCITH;

- UacTpykimsa agmununctparopa 6esonacHoct MCII/IH;

- Nuactpykims noas3oBarens UCIIx;

- I/IHCTDVKI_II/IH ITOJBb30BATCJIA ITPHU BOSHMKHOBCHHWH BHCIIITATHBIX CHTV&HHﬁ.
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8 OtrBercTBeHHOCTH cOTPyaIHNKOB UCIIIH Yupe:xxknenus

B cootBercTBUM cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit @eaepaiuu ot
27 ntons 2006 r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX» JHUIA, BUHOBHBIC B HapY-
nieHuu TpeboBaHuil naHHoro denepaibHOrO 3aKOHA, HECYT TPaXAaHCKYI0, YTOJOB-
HYI0, aJIMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO TPEAYCMOTPEHHYIO 3aKOHO/1a-
TeJIbCTBOM Poccutickoit denepaiiu OTBETCTBEHHOCTb.

JeiicTBytoiee 3akoHOAAaTeIbCTBO PD M0o3BOMSET NpeabsIBIsATh TPEOOBAHUS 110
obecrnieyeHn0 0e30MmacHOM paboThl ¢ 3aluiaeMor HHpopMalueln u npeaycMaTpu-
BAET OTBETCTBEHHOCTh 33 HAPYIIEHUE YCTAHOBIECHHBIX IIPaBUJI SKcIuTyaTaun OBM u
CHUCTEM, HEMPaBOMEPHBIM JOCTYyN K WHOOpPMAIMHU, €CIM ITH JIEHCTBUS TPHUBEIH K
YHUYTOXXEHHUI0, OJIOKUPOBaHMIO, MOAUGUKAIUK WHGOPMAIIUU WM HApPYIICHUIO pa-
601e1 OBM wunu ceteit (crateu 272,273 u 274 YK PO).

Anmvunuctpatop UCIT[H u aqgMuHUCTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JICMCTBHUSI, COBEPIICHHBIE OT UMEHHU UX YYETHBIX 3aIMCEN WU CUCTEM-
HBIX YUETHBIX 3alHUCEH, €CIM He JOoKa3aH (aKkT HECAaHKIIMOHUPOBAHHOTO MCIOJIH30BA-
HUSl YYETHBIX 3aIIACEH.

[Ipn HapyleHHsIX COTpyAHMKaMu YupexzaeHuss — nosb3oBareneid WMCIIIx
paBuJl, CBS3aHHBIX ¢ Oe3omacHOCThIO [1/[H, OHM HECYT OTBETCTBEHHOCTbH, YCTAHOB-
JICHHYIO JEUCTBYIOIINM 3aKOHOIATENBLCTBOM Poccurickon denepanuu.

[IpuBeneHHbie BhINIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3aIUTE WH-
dbopman JOJIKHBI OBbITh OTpaxkeHbl B [loJ0KeHUSIX O Moapa3faeneHus X Yupexie-
HuUs, ocymecTristomux oopadotky I1[In B MUCIIJIH U JOKHOCTHBIX MHCTPYKITUAX
COTPYIHUKOB Y UpPEKICHHUS.

Heo6xonumo BHectu B IlosoxkeHus o moapasfeieHusX YupexiaeHus, ocy-
mectBisitoux 0opadotky I1/{n B UCIIIH cBeneHnst 06 OTBETCTBEHHOCTH HX PYKO-
BOAUTENIEH U COTPYJHHMKOB 3a pa3rjlallieHue M HECAHKIMOHUPOBAHHYIO MOAU(UKa-
1y (uckaxenue, danpcudukarmio) [1JIH, a Takke 3a HENIPaBOMEPHOE BMeEIIaTEb-

CTBO B IIPOIIECCHI MX aBTOMATU3UPOBAHHON 00pabOTKH.
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9 CnucoK NCNMOJb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH U METOJAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcst HacTosiuiee [lonoxkeHue aBIsitOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. Ne 152-03 «O nepcoHaigbHBIX JaH-
HbIX» (mamee — @3 «O mepCOHAIBHBIX JAHHBIX»), YCTAHABIMBAIOIIWNA OCHOBHBIE
OPUHIUIBL U ycloBus oOpabotku I1/[H, mpaBa, 00sS3aHHOCTH U OTBETCTBEHHOCTD
YY9aCTHUKOB OTHOIICHUH, CBA3aHHBIX C 00padoTkoi [1/1H.

2 «I[lonoxenue 06 oOecrieueHUM OE30MACHOCTH NMEPCOHAIBHBIX JTAHHBIX MpPU
ux 00paboTke B MHGOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX», YTBEPKICH-
Hoe [locranoBnenuem IlpaBurenscta PO ot 17.11.2007 r. Ne 781.

3 «Ilopsok mpoBeneHust Kiaccudbukay WHPOPMAIMOHHBIX CUCTEM IEpCo-
HaJbHBIX JAHHBIX», YTBEPKAEHHBIM coBMecTHBIM [Iprnkazom @CTIK Poccun Ne 55,
®CbB Poccun Ne 86 1 Munundopmcsszu PO Ne 20 ot 13.02.2008 .

4 «Ilonoxxenne o0 OCOOEHHOCTSAX OOpPaOOTKM TMEPCOHAIBHBIX JaHHBIX, OCY-
IIECTBIISIEMOM 0€3 MCIOIb30BaHMsI CPEICTB aBTOMATU3ALUNY, yTBepkAeHHoe [locTa-
HoBJieHueM [IpaButensctBa PO o1 15.09.2008 . Ne 687.

5 «TpeboBanus kK MaTepuaIbHBIM HOCUTEIISIM OMOMETPUYECKUX TIEPCOHAITBHBIX
JAHHBIX W TEXHOJOTHSM XpaHEHWsS TaKUX JaHHBIX BHE MH(POPMAIMOHHBIX CHCTEM
MEPCOHAJIBHBIX JAaHHBIX», YTBepkAcHHbIE [locTaHoBineHnem llpaBurenscrBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOIMYECKHE TOKYMEHTH DefepaibHON CIIy>KObl MO0 TEXHH-
YECKOMY U 3KcIepTHOMY KOHTpoto Poccuiickoit ®eneparuu (nanee - ®CTIK Poc-
cun) 1o obecneueHuro 6e3omacHocT I1/1x mpu ux o6padorke B UCII/H:

7 PexoMeHanuu 1no odecrneueHno 0e30nacHOCTH NEPCOHATIBHBIX JTAHHBIX MPU
ux 00paboTKe B MH(DOPMAITMOHHBIX CHCTEMAaX MEPCOHATBHBIX JTaHHBIX, YTB. 3aM. JU-
pekropa ®CTIK Poccun 15.02.08 r. (ACII)

8 OCHOBHBIE MEPOTPUATHUS TIO OpPTraHU3AlMU U TEXHUYECKOMY O00ECIeYeHHIO
0€30MacHOCTH MEePCOHANBHBIX JTAHHBIX, 00pabaThiBaeMbIX B WH()OPMAITMOHHBIX CH-

CTEMAxX NEPCOHANBHBIX AaHHBIX, YTB. 3aM. aupekropa @CTIOK Poccum 15.02.08 r.

(ACTI)
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9 bazoBast MojeNb yrpo3 Oe30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH UX 00pa-
00Tke B MHGOPMAIIMOHHBIX CHCTEMaX MEPCOHABHBIX JAHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccuu 15.02.08 r. (JICIT)

10 Metonuka ompeneneHuss aKTyalbHbBIX YIpo3 0€30MacHOCTH TEPCOHATBHBIX
JTAHHBIX TIPU WX 00paboTke B MH(MOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX,

yTB. 3am. gupekropa ®CTIK Poccun 15.02.08 . (ACII)
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1€

Hpunoxkenne 1

Ne [Inan - mepeyeHb TEXHUYECKUX MEPONpUATHiL 1o obecneuennn 6e3omnacHocTr UCIT/ K3 K2 K1
I B noacucreme ynpasieHust JOCTYIIOM:
Peanu3zoBath ueHTUGUKALNIO U TPOBEPKY MOAIUHHOCTU CYOBEKTOB IOCTYIIA IIPH
1 BX0jie B onepannonnyto cuctemy MCII/Ixn mo mapoito ycioBHO-NIOCTOSIHHOTO JIei- + + +
CTBUS, IJTUHON HE MEHee IeCTH OyKBEHHO-IU(POBBIX CUMBOJIOB;
PeanuzoBarh naeHTH(PUKALMIO TEPMUHAIOB, TEXHUYECKUX cpencTB 00padoTku [1/]H,
2 y310B UCIIJIH, KoMIbIOTEPOB, KaHAIOB CBA3M, BHEMIHUX ycTpoiicTB MCII/IH no ux - + +
JIOTUYECKUM MMEHaM (aapecaM, HoMepam);
3 PG?HI/ISOBaTI: UACHTU(DUKAIINIO IPOTpaMM, TOMOB, KaTajoros, (aiiyioB, 3amucei, mo- i + +
JIe 3alKcel o UMEHaM;
4 Peanu3oBaTh KOHTPOJIb 10CTyINA CYOBEKTOB K 3aIIUIAEMBIM PECYPCaM B COOTBET- i + +
CTBUHU C MaTpULEH JOCTYIA;
npu Haymunu noakoueHus UCIIIH k ceTsM 00111ero moab30BaHus JOHKHO TPUME- He amxe 5-ro He muxe 4-ro He mmxe 3-ro
5} HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YpOBHSI 3allli- | YPOBHS 3allU- | YPOBHS 3allu-
HIEHHOCTH HIEHHOCTH HIEHHOCTH
s obecrieuenust 6e3onacHoro MexcereBoro B3aumoeicTeust B UCIT/In nns pas- He nuxe 5-to He nmxe 4-ro | He Huxe 3-ro
6 HBIX KJIACCOB HEOOXOMMO HCIOJIb30BaTh MO YPOBHS YPOBHS YPOBHS
3aIUIIEHHOCTH | 3alMIIEHHOCTH | 3alllMIIEHHOCTH
Il CpencTBO 3alIMTHI OT MPOrpaMMHO MaTeMaTudyeckux BosaeicTauii (IIMB):
Peanu3oBarh naeHTHPUKALNIO U ayTEHTU(PUKAINIO CYyOBEKTOB JJOCTYIIA MTPU BXOJIC B
CPEICTBO 3aIUTHI OT MPOTPaAaMMHO MaTeMaTtrueckux BozzaeicTeuii ([IMB) u nmepen
1 BBIMIOJTHEHHEM UMH JI0OBIX ONepaluii o yrnpaBieHUIO QYHKIUSMU CPEICTBA 3alllU- + + +

T61 0T [IMB 1o nmaposro (nim ¢ UCroyib30BaHHEM HHOTO MeXaHH3Ma ayTeHTU(HUKa-
IIUH) YCIOBHO-IIOCTOSIHHOTO J€MCTBUS AJTMHON HE MEHEe I1eCTH OyKBEHHO-
IU(POBBIX CHMBOJIOB;
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OcCymiecTBISITH KOHTPOJIb JTFOOBIX ACHCTBUI CyOBEKTOB JIOCTYIIA 11O YIPABICHUIO
bynkuusaMu cpenctsa 3amuThl oT [IIMB TonbKO mocie npoBeeHNs ero yCeHon
ayTeHTH(UKAIIH;

[IpexycMoTpeTh MeXaHU3MBI OJIOKUPOBAHMS JOCTYIA K cpecTBam 3amuTsl oT [IIMB
IIPY BBINIOJIHEHUH YCTaHABJIMBAEMOI'O YHCIIa HEYAAYHBIX MTONBITOK BBOJA APOJIS;

Heobxoaumo mpoBoauTh HACHTH(UKAINIO (HAIOB, KATAJIOTOB, TIPOIrPAMMHBIX MO-
ZlyJIel, BHEIIHUX YCTPOMCTB, UCIIOJIb3YEMBIX CPEeACTB 3amuThl oT IIMB;

B nmoacucreme PEruCTpalv 1 yucTra:

OcCyIecTBISTh PETUCTPAIINIO BXOa (BBIX0a) CYyOBEKTa JOCTYIA B CUCTEMY (M3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3KU M MHULIUAIU3AIUHU ONEPALIMOHHON CUCTEMBI 1
€€ MPOrpaMMHOI0 OCTaHOBA. Perucrpaius BpIX0Ja U3 CHCTEMbI HITH OCTaHOBA HE
MPOBOAUTCA B MOMEHTHI annaparypHoro otkiatouenuss UCII{x. B mapamerpax peru-
CTpalliy yKa3bIBAIOTCS J1aTa U BpeMsl BX0/1a (BbIX0/1a) CYOBEKTa IOCTYIA B CHCTEMY
(W3 cucTeMBbl) UK 3arpy3Ku (OCTAaHOBA) CUCTEMBI;

[IpoBoIUTH ydeT Bcex 3allMIIaeMbIX HOCUTENeH HHPOPMALIUY C TOMOIIBIO UX JTH000H
MapKHUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHAJ (YyUETHYIO KapTOUKY);

[IpoBOIUTH perucTpaIuio BXo1a/BbIxo/1a CyObEKTOB JOCTYIA B CPEICTBO 3ALIUTHI OT
I[IMB, peructpanuio 3arpy3ku 1 HHUIIMATU3AIMN 3TOTO CPEJCTBA U €€ TPOTPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaiin yKa3plBaeTcsl BpeMs U JjaTa BX0Aa/BbIX0/1a
cyOBeKTa nocTyna B cpenctBo 3amuThl oT [IMB wnm 3arpy3ku/ocranoBa 3Toro cpej-
CTBa, a TaK)Ke MJIECHTU(PUKATOP CYObEKTa TOCTYNa, MHUIIMAPOBABLIETO JaHHBIC JACH-
CTBUS;

[IpoBouTH perucTparuio coobITHii MpoBepku U ooHapyxenus [IMB. B mapamerpax
pEruCTpaIfK YKa3bIBAIOTCS BPEMs M J1aTa MPOBEPKHU Uik oOHapykenus [IMB, unen-
TUUKATOP CyOBEKTa JOCTYIA, MHUIIMMPOBABIIETO JaHHbIE IEHCTBUS, XapaKTep BbI-
MOJTHSIEMBIX JIEHCTBUH T10 MPOBEPKE, TUIT OOHAPY>KEHHOW BPEIOHOCHOM MPOTPaMMBbI

(BII), pe3ynpTat neiicTBuil cpecTa 3amuThl o 61okuposanuio [IMB;

[TpoBoaUTH perucTpaiuio COOBITHI IO BHEIPEHHIO B cpeACcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3plBaroTCsl BpeMs U AaTta 0OHOB-
JICHUS], UASHTU(PUKATOP CYOBEKTa TOCTYIa, MHUIIMMPOBABIIIETO JAHHOE ICHCTBUE
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BepCHs U KOHTPOJIbHAs CyMMa MaKeTa OOHOBIICHUS;

[IpoBOIUTH perucTparuio COObITHIA 3amycKa/3aBepIieHus: paboThl MOYJIEH CpeCcTBa
sammThl oT [IMB. B mapamerpax peructpanuu yka3plBarOTCs BpeMs U J1aTa 3aIyc-
Ka/3aBepIeHus paboThl, HACHTU(UKATOP MOAYJISA, UACHTHU(PHUKATOP CyObEKTa JOCTY-
1a, MTHAIMHPOBABILETO JAHHOE JICHCTBHE, PE3YIbTAT 3aIlyCcKa/3aBepuIeHNUs] paOOThI;

JIOJKHA TIPOBOAMTHCS PETUCTPALlUs COOBITHI yIpaBieHHs CyOBEKTOM JI0CTyIa
dbyHKIMsIME cpencTBa 3amuThl oT [IMB. B mapamerpax peructpanuu yka3bIBalOTCS
BpeMs U J1aTa COOBITUS yIIpaBIeHUs KaXI0H yHKIMEH, HACHTU(DHUKATODP U CIIeLH-
dbukarus GyHKIHHM, HISHTU(PUKATOP CYOBbEKTa JOCTyINa, HHUITMHPOBABIIIETO JAaHHOE
JieiicTBUE, pe3yabTaT ACHCTBUS;

[TpoBOIUTH pErucTpaIiiio COOBITHIA MOMBITOK J0CTYIIa IPOTPAMMHBIX CPEACTB K MO-
IyJsiM cpeactsa 3amuThl OT [IMB unu crienmanbsHbIM JToByIIKaM. B mapamerpax pe-
THCTPALlMU YKa3bIBAIOTCS BPEMs U JaTa MOMBITKY AOCTYIA, HACHTU(UKATOP MOIYJIS,
uaeHTu(UKaTOp U crenuduKaIys Moy s cpeacTra 3anuThl oT [IMB (crienmnanbHoi
JIOBYIIKH), PE3YJIbTAT MOMNBITKU TOCTYNA;

[IpoBoUTH perucTpanuio COOBITHI OTKaTa i cpeacTBa 3auuThl oT [IMB. B mapa-
MeTan peFI/ICTpaLII/II/I yKaSBIBaIOTC}I BpeMH 1 gara CO6BITI/I}I OTKarta, CHGLII/I(bI/IKaI_[I/IH
NEHCTBUM OTKaTa, UICHTU(DHUKATOP CYOBEKTa TOCTyMa, HHUIMUPOBABIIIETO JAHHOE
JICICTBHE, PE3YJIbTAT NECHUCTBUS;

10

O06ecneuynTs 3alUTy JAHHBIX PETUCTPAMH OT UX YHUUYTOKEHUS WM MOAU(PUKAIIII
HapyLIUTEIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAaHHBIX PETUCTPALMU B CIy4ae COKPAICHUS
OTBEJICHHBIX 10l HUX PECYPCOB;

12

Peanu3oBaTh MeXaHW3MBI IPOCMOTPA U aHAJIHM3a JAHHBIX PETHUCTPALUU U UX (PUIIh-
TPaLUU 110 33JaHHOMY Habopy NapaMeTpoB;
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13

[IpoBOIUTH aBTOMAaTHYECKHI HEMPEPHIBHBII MOHUTOPUHT COOBITHI, KOTOPHIC MOTYT
SBISATHCS IPUUMHON peanu3auuu [IMB (coznanue, pegakTupoBaHue, 3aMuch, KOMITH-
JS1HSE 00BEKTOB, KOTOPHIE MOTYT coiepkarh BIT).

14

Peanmu3oBaTh MexaHH3M aBTOMAaTUYCCKOI'O aHAJIN3a AAHHBIX PErucCTpanuu mo H_Ia6.]10-
HaM TUTIOBBIX nposiBiaeHui [IMB ¢ aBToMaTnueckum ux OJOKHPOBAaHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOJupYIOIINX) ¢ perucTpalyend Beigaun (pu-
eMa) HocuTese nHpopmanuu;

16

OcCymIeCcTBISITh pETUCTPAIUIO BXOa (BBIX0/1a) CYOBEKTOB IOCTYyIA B CUCTEMY (U3 CH-
CTEMBI), THOO perucTpanus 3arpy3ki 1 HHUIMATU3AIUN OTIEPALMOHHON CUCTEMBI.

17

OcCymecTBIATh PErUCTPANNIO BBIAAYH NEUaTHHIX (Tpadudecknx) TOKyMEHTOB Ha
«TBEPIyIO» KOMHIO. B mapamerpax perucrpanuu yka3blBaloTCs (aTa U BpeMs BblIa-
yn (0OpaleHus K IoJCHCTEME BBIBOIA), CIeHU(UKAIIUS YCTPOKWCTBA BBIAYHU — JIOTHU-
4yeckoe uMs (HOMEp) BHEIITHETO YCTPOMCTBA, KPaTKOE CoJiep)kaHne (HAaMMEHOBaHUE,
BU, MU(}p, KOA) U YpOBEHb KOH(PUACHIIUATEHOCTH TOKYMEHTA, UICHTH(PHUKATOD
CyOBEKTa AOCTYIIA, 3aIIPOCHBIIETO JOKYMEHT;

18

OCyHIeCTBISITH PETUCTPAIUIO 3ayCKa (3aBEPIIICHUS) TPOrPaMM M MPOIECCOB (3aj1a-
HUH, 3a71a4), IpeJHa3HAuYCHHBIX U1l 00pabOTKH 3amuInaemMbix (aiinos. B mapamer-
pax perucTpariy yKa3bIBalOTCS J1aTa U BpeMs 3amycka, uMs (MaeHTHGUKATOP) Mpo-
rpaMMBI (TIpoliecca, 3a1anusi ), HACHTU(UKATOP CYyOBEKTa JOCTYIIA, 3alIPOCUBIIETO
nporpammy (Iporiecc, 3aaHue), pe3yabTaT 3armycka (yCTeIHbIA, HeYCTICITHBIA — He-
CaHKIIMOHMPOBAHHBIN),

19

OcymiecTBIATh PErUCTPALMIO MOMBITOK AOCTYIA MPOrPaMMHBIX CPEACTB (IIPOrpamMM,
IPOIIECCOB, 3a/1a4, 3a/laHui) K 3anumaeMsIM (aiinam. B mapamerpax perucrpauuu
yKa3bIBAIOTCS J1aTa U BpeMsl OMBITKU O0CTYIA K 3alMIaeMoMy ¢ailily ¢ ykazaHueM
ee pe3yibTara (ycreuiHas, HeycrenHas — HeCAaHKIIMOHUPOBaHHas ), MICHTU(UKATOP
cyOBeKTa nocTymna, crienuduKams 3anunaemMoro dainia;
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20

OcCyIecTBISITh PETUCTPALINIO MOMBITOK JOCTYIA MPOTPAMMHBIX CPEICTB K CIIEAYIO-
MM JIOTIOJTHUTEIHHBIM 3alUIIaeMbIM 00BEKTaM JIOCTYIA: TEPMUHATAM, KOMITBIOTE-
pam, y3nam cetu UCIIJIH, muHusM (kaHamaM) CBSI3U, BHEIITHUM YCTPONCTBAM KOM-
NBIOTEPOB, TPOrpPaMMaM, TOMaM, KaTajioram, daiinam, 3anucsm, moJisM 3anuceid. B
napaMeTpax perucTpaliy yKa3bIBalOTCS JaTa U BpeMs MOMBITKY JOCTYyIMa K 3alHIla-
eMOMY OOBEKTY C yKa3aHUEM ee pe3ynbrara (yCHelrHas, HeyCrenrHas — HECaHKI[O-
HUPOBaHHAs), HACHTH(PUKATOP CYOBEKTa JOCTYIA, CrIeIU(PUKAIINS 3aIIHIIaeMOT0
00BeKTa — TOTHYECKOe UMs (HOMED);

21

[TpoBoAMTH yueT Bcex 3allMIIaeMbIX HOCUTeNeH HHPOPMAIUH C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B KYpHaJ (YUYETHYIO KapTOUKY);

22

OcymiecTBISITE OUUCTKY (OOHYJICHHE, 00E3TNYMBAaHNE) OCBOOOXKIAeMBIX 00J1acTei
OTIEPAaTUBHOM NMaMITH KOMIIBIOTEPOB U BHEITHUX HAaKomuTene. O4ncTKa oCymiecTs-
JSIETCS OTHOKPATHOW IPOM3BOJIBHOI 3aITUCHI0 B OCBOOOXKIaeMYI0 001acTh aMsATH,
paHee UCIIOIb30BaHHYIO /Il XpaHEHUS 3allMIIaeMbIX TaHHBIX ((aiinos, nHPopMa-
LHH);

B noxcucreMme odecredeHnst eI0CTHOCTH

ObecneunTh IETOCTHOCTH MPOrPAMMHBIX CpeACTB 3amuThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTh IporpaMMHOM cpeibl. [Ipr 3TOM 11eT0OCTHOCTH CPEACTB 3alUTHI
IPOBEPSETCS MIPH 3arpy3Ke CUCTEMBbI 110 HAIMYMIO UMEH (MACHTU(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 11eT0CTHOCTH TPOTrPaAaMMHOM Cpeibl 00ECTIEYHBAETCSI OTCYTCTBHEM B
WCII 11 cpencTs pa3pabOTKH U OTIIAJKU IPOTPAMM;

OcymectBisath ¢puszndeckyro oxpany UCIIIu (ycTpoiicTB u HOcuTenel nadopma-
1IUK), IpelycMaTpuBaroas KoHTpousb qocryna B nomeenus MCIIJIH nocropoHHUX
JIUL, HAIMYXE HAJEKHBIX TPENATCTBUN JUIsl HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nomenieHus MCI/n u Xxpanunuie HocuTenel nHopManuu;

[TpoBonuth nmepuoanueckoe TecrupoBanue Gpynakuit C3I11H npu u3meHeHnn mpo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ moMouipto TeCT-porpaMm, UMUTHPYIOIIUX
noneiTkn HCJT;

JOJIKHBI OBITH B HAIMYKMH cpencTBa BoccranoBieHus C3I1/1H, mpeaycMaTpuBaromnime
BEJICHUE JIBYX KOIHH MPOTPaMMHBIX CPEIICTB 3aIUThHI HH(OPMAIINH, UX ITEPUOANYC-
CKOe OOHOBJIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOYJIeH cpeacTBa 3amuthl oT [IMB, HE0Ox0-

S) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IIPU €T0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
ObecneunTh BO3MOKHOCTh BOCCTAHOBJICHHS cpecTBa 3auuThl oT [IMB, npenycmar-
6 pHUBaroIas BEACHNUE JBYX KOIIUHI MPOrPaMMHOIO CPEICTB 3alIUThI, €T0 MIEPUOINYC-
CKOoe 0OHOBJIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;
PeanunzoBaTh MeXaHNU3MBbI TPOBEPKH LIETTOCTHOCTH TAKETOB OOHOBJICHUH CpEACTBa
7 3amuTsl OT [IMB ¢ ucnosib30BaHrEM KOHTPOJIBHBIX CYMM,;
[IpoBonuTh pezepBHOE KonupoBanue [1/[H Ha oTuykaeMble HOCUTENN HHPOPMAIINH;
8
\Y B noacucreMe aHTUBUPYCHON 3allIUTBL:
[IpoBoauTH aBTOMATHUYECKYIO MTPpOBEepKY Ha Hanumuue BII wnu nocneacteuii [IMB
1 npu umnopre B MCII/IH Bcex mporpaMMHBIX Moy el (IPUKIAAHBIX IPOTPAMM), KO-
TOpBIE MOT'YT cozepkaTh BIl, mo ux TMIOBBIM 11a0I0HaM U C TOMOIIIBIO 3BPUCTHYE-
CKOT'0 aHaJIn3a;
Peanu3oBaTh MEXaHU3MBI aBTOMAaTHYECKOTO OJIOKHPOBaHUs 0OHapy) eHHbIX BII my-
2 TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOIYJICH MM YHUUYTOXKCHMUS;
PerynspHo BeIOIHATH (IIpK NIEpBOM 3amnycke cpeacTs 3amuThl [1IJJH ot IIMB n ¢
3 YCTaHaBJIMBAEMOM NEPUOINYHOCTBIO) IIPOBEPKA HA NTpeAMET Hanuuus B HuX BII;
JomxHa nHunuupoBatbes aBromarnueckas nposepka MCII/Ix Ha npeamer Hanuuus
4 BII npu BeisiBiennn ¢akra [IMB;
Peanu3oBaTh MEXaHM3M OTKAaTa Ul YCTAHABIMBAEMOTI'O YNCIIA ONEPALUN yIaTICHHUS
S) BII u3 onepatuBHOM WK TOCTOSIHHOM ITAMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IIPH-
KJIaJHBIX IPOTrPAMM MJIM IPOTPaAMMHBIX CPEACTB, coaepkammx BII.
6 JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBINA aBTOMAaTUYECKUI
MOHUTOPHUHT WH()OPMAITMOHHOTO OOMEHA C BHEUTHEH CEThIO C 1ebI0 BhisiBIeHUS BII.
VI Kontpons orcyrcreust H/IB B [1O C3U
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Jlnst mporpaMMHOTO 0o0ecredeHus1, UCIOJIb3yeMoro npu 3amurte napopmaruu B MC-
IT1n (cpenctB 3amuTsl nHGopManuu — C3, B TOM 4ncie ¥ BCTPOSHHBIX B 00IIeCH-
1 CTEMHOE M MPUKJIaJHOE TTporpammHoe obecniedenue — [10), nomkeH ObITh 0OecTIeUeH + + +
COOTBETCTBYIOIIUN YPOBEHb KOHTPOJIA OTCYTCTBUS B HeM H/IB (He nexknapupoBas-
HBIX BO3MOXKHOCTEH).

VIl O6Hnapyxenue Bropxxenuii B UCIT/n

OOHapyKeHne BTOPKEHHH JOKHO 00eCieunBaThCs IyTEM MCIIOJIb30BaHMs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPaMMHO-AIIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxenus Bropxkenuii (COB).

1 Heo6xoanmMo o6s3aTenbHOe UCIIOIB30BAaHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
WCIOJIb3YIONIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

2 Heo6xoanmMo 06s3aTenbHOe UCIIOIB30BAaHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
MCIIOJIb3YIONIME CUTHATYPHBIE METO/Ibl aHAJIN3a U METO/Ibl BbIIBICHHS aHOMAJIUN

ALl 3amura UCIT/In ot [IDMUH

st 06paboTtku nHGOpMaruu HeoOxoaumo ucronszoBatb CBT, ynosnerBopsiromue
TpeboBaHusM cTaHaapToB Poccuiickoit denepariuu mo 3JeKTpOMarHUTHOM COBMeE-
1 CTUMOCTH, TI0 O€30MaCHOCTH U YPTOHOMUYECKUM TPEOOBAHUSIM K CPEICTBAM OTOO-
pakeHus: HH(OPMAIH, IO CAHUTAPHBIM HOPMaM, IPEAbSBISIEMBIM K BHJICOTUC-
wieiiHeIM TepmuHaiam [I19BM (aanpumep, FOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBerctBust UCIIH TpeboBanusm 6e3omacHoctu 110

[TpoBecTu 00s3aTENBHYIO CepTUPHUKALNIO (aTTECTALHIO) TI0 TPEOOBaHMAM Oe301mac-
HOCTH MH(OpMaIuu;

JlexsiapupoBaTh COOTBETCTBHE MIIM 0053aTENbHYIO CepTU(UKALUIO (aTTECTAIUIO) 10

+ - -
TpeboBaHusAM Oe3onmacHOCTH HHPOpMaIUH (IO PEIICHHUIO OTIepaTopa);

[Mpumeuanue: dna UCII[In 4 knacca nepeueHs MepornpusaTuii no 3amute [1/1H onpenensercs B 3aBUCUMOCTH OT yiiepOa Ko-

TOpLIﬁ MOJKET OBITh HAHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOI'O UJIM HCIIPCAHAMCPCHHOI'O JOCTYIIA K HI[H
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